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CCM Traces
1. Before you start this lab make sure that the clock setting is the same on all devices: phones and CM.  

2. Setting the appropriate trace level and flags:  CallManager allows you to select from a variety of different option that adjust which events are logged to the CCM trace files.  .  Go to CCM trace in Cisco CallManger Serviceability.  Select the trace Menu then select Configuration

3. Click on the server’s IP address and select Cisco CallManager from the Configured Services Menu.
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4. Make sure that the Trace On checkbox is selected.  If not selected, none of the trace settings will be available.  The Apply to All Nodes checkbox allows you to apply the specified trace settings to all CM servers in the cluster.  For now, uncheck the box.  

5. Under the trace Filter Settings area, set the level of tracing in the Debug Race Level to “Detailed”.  The Detailed mode provides detailed debug information including keepAlive messages and responses.  
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6. From the Trace Filter Settings, check the “Enable all Phone Device Trace”.  Make sure that the rest of the Trace Fields are unchecked.  Phone Device Trace activates a trace of phone devices, including Cisco IP Communicator, and shows events such as on-hook, off-hook, and key presses, logical channel setup, and so on.

7. Scroll down to the Trace Output Settings.  For traces to be logged to a file, the Enable File Trace Log checkbox must be selected.  Go ahead and check the box.  The trace output is sent to the path specified in the file name field, which is C:/Program Files/Cisco /Trace/CCM/ccm.txt by default. 
8. Leave the Maximum No. of  Files set to default which is 250 files.  Notice however that the files write in written round-robin fashion; when the maximum limit is met, the next file starts at the beginning and overwrites the first files.  (Number of files depends on available disk space).
9. Change the Maximum No. of Lines Per Files to 10,000.  With this number of lines, the average files size is about 2.5 MB
10. Uncheck the “Enable XML Formatted output for Trace Analysis”.  When this box is checked, it formats the output in XML, which is required if you want to use the Trace Analysis Feature.  Trace Analysis allows you to view the trace file in a web page, and the XML Tagging lets you filter the trace results.  However, the number of lines per file is limited to 2000 instead of 10000.  We will use the standard text-based tracing
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11. Click update to save your settings.  The new trace settings take effect immediately.
12. Go to the Trace menu, and select Collection to collect traces.

13. Record the time then establish a connection between the two phones.
14. Disconnect and Record the time again

15. Set the service to Cisco CallManager.  Select the time and period you want to trace:  this should equal the interval from the last step.  Do not trace more than 2 minutes worth of events.  When done click on Submit Form.

16. Once the trace has been gathered you are given he option to view it in a new window or use the Save As to save the output to a file.  Choose the Save As option and save the file to the desktop using the name “pod#_CM”.

17. Read the CCM trace and answer the following questions:

1) What is the TCP handle for the IP phone: _____________________
2) What is the TCP handle for the CIPC phone:________________________

3) What is the MAC Address of the calling phone:_____________________
4) What is the MAC address of the called phone: ______________________

5) What is the CallReference ID for the IP phone:_____________________

6) What is the CallReference ID for the CIPC phone:__________________

7) What is the IP address of the IP phone:_____________________

8) What is the IP address of the CIPC phone:__________________

9) What is the UDP port address of the IP phone:_____________________

10) What is the UDP port  address of the CIPC phone:__________________

11) Find the “Start Media Transmission” Message sent from CM to the IP Phone.  What is the type of compression used for the RTP stream:________

12) Find the “Start Media Transmission” Message sent from CM to the CIPC Phone.  What is the type of compression used for the RTP stream:________
