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Installing and configuring a

File Transfer Protocol server

in Windows 2000 Server
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Synopsis:

This lab covers the basics in configuring an FTP Server in Windows 2000 Pro. The lab begins with the installation of Microsoft’s Internet Information Services which provide FTP Services (among other functions such as Web and SMTP Services). A text file will be created and placed in the home directory of the FTP Server. This file will then be accessed by others and transferred to their PCs using Internet Explorer. Each person in the class will use their PCs as an FTP Server and FTP Client.
Materials/Conditions Required:

This lab will require the following:

 At least one, Windows 2000 Server-based PC equipped with at least one network interface card. (If you are performing this in the CET lab, these cards are already installed).

You might also need the Windows 2000 Pro installation CD.  (If you are performing this in the CET lab, this CD is already installed).

If more than one PC is used:

 A network switch or hub with a free port for each computer (the CET lab provides one 10Mb hub that's mounted on the bench).

 A straight-thru (CAT-3 grade or better) twisted-pair network cable terminated with RJ-45 connectors for each computer.
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1. Start Windows 2000 Pro. The Internet Information Services provides the FTP server function. IIS must be installed in order for the computer to provide FTP services.

2. From the desktop click on Start > Control Panel > Add / Remove Programs.
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3. Then click on Add / Remove Windows Components. This should start the Windows Components Wizard
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4. Check the box next to IIS Internet Information Services then click on Next
*IIS will begin to install
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5. Once component is installed click on Finish.
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Create Folder and Text File
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6. In this section you will create a folder that will be used as the home directory for the FTP server. You will also create a file that contains some information about your computer. This file will be accessed by others.

7. Create a folder in the root directory. Name the folder “LAN”

8. Once the folder has been created, open notepad and create a text file.  In this text insert information about your PC including, Name, MAC address, IP address, Subnet Mask, and default gateway.   The file name should be the same as the IP address of your computer. Save this file in the folder you’ve just created. You can find out your IP address and computer name by using the ipconfig /all command
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FTP Server Configuration
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9. As an FTP server, your computer will serve or accept files. These files can be accessed by an FTP client either from the same computer or from a remote location. The following set of instruction take you through the basic steps needed in order to configure an FTP server in Windows 2000 Pro.

10. From the desktop, click on START > SETTING > CONTROL PANEL > ADMINISTRATIVE TOOLS > INTERNET SERVICES MANAGER
*This should open the Internet information Services window

11. On the left side of the window there is a panel that contains a folder with the name of your PC.
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12. Expand the folder by clicking on the  +  sign.
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13. One of the subfolders is named Default FTP Site. Right click on this folder and select Properties. This should open the Default FTP Site Properties window.
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14. Click on the Security Accounts tab.

[image: image13.png]&

My Documents

My Computer

=

=3

iy
oo

Recycl Bin

c

Internet
Explorer

|t

Hstart || 11 ©





15. Click on the box next to ALLOW ONLY ANONYMOUS CONNECTIONS
16. Click on the Home Directory tab and change the local path to C:\LAN. (This is the path to the folder you create above).
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17. You have just configured an FTP server.
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FTP Client
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18. In order to access the FTP server, you will need to establish a connection with the FTP server. There are several ways this can be accomplished. We will use Internet Explorer in order to act as an FTP client.

19. Open an Internet Explorer window and try to access everyone else’s FTP server. In the URL type ftp://<ip address>    ( Example ftp://172.168.211.225 )

20. Transfer the files to your PC. Then open the files and enter the information in the table located below. Only enter the information for five computers.

	PC
	Computer Name
	IP Address

	1
	
	

	2
	
	

	3
	
	

	4
	
	

	5
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Using FTP Commands
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21. Create a folder in your C drive and name it myftp.

22. Open Ethereal and start to capture frames

23. Go to the DOS command prompt.
24. Type:  ftp ftp.microsoft.com and hit enter.

25. User name is anonymous.  When prompted for a password enter your email address

26. Use the command ls to list the content of the root directory.

27. Use the command cd services to change from the root directory to the services directory.  Use the command ls to list the content of the services directory.  Can you see the education directory in the list? ______
28.  Switch to education directory.  What command did you use? ______________
29. List the content of the education directory.  Can you see Hed directory_____?   Switch to the Hed directory then you the ls command.  Can you see the seminar.exe file listed? ___________
30.  Use the command get seminar.exe c:\\myftp\seminar.exe
31.  The file will take about two minutes to download. When the download is complete, the Transfer Complete message will be displayed.  

32. Type quit to end the ftp session

33. Go to myftp folder that you created in you C drive earlier and make sure that the seminar file is there.  
34. Go to Ethereal and stop capturing.  Filter ftp traffic.  What is the ftp server port number______________?  (FTP control)

35. Reset the filter.  Filter ftp-data.  What is the FTP port number____________?  (FTP data)
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Name:_____________________
Class:_____________
Section:____________

Date:______________________

Review Questions

1) To what OSI layer does the FTP Protocol belong?________________________

2) What OSI layer four protocol does FTP

use to guarantee data delivery? ______________________________________

3) What port does FTP use to send and receive commands? _________________

4) What port does FTP use to send and receive data? ______________________

