Group Exercise
(1) Since both Questions 1 and 2 deal with the same captures (an ftp access, and a web access to www.ucf.edu), you need (and should) only capture the network traffic once for Part (a), and capture once for Part (b), using the proper windump command with the –w option.  The captured (binary) file is then used for answering both Questions 1 and 2.  

(2) Questions 1 and 2 both ask you to “document the contents of the packets and give all statistics about the packets you can gather.  In particular, identify and document all packets that are related to transferring files (text, picture, etc.) from the server to the host computer”.  (See text highlighted below.)  Maybe you can approach these questions from an investigative perspective.  Supposing that you are investigating network accesses due to ftp and http, per Parts (a) and (b) of the questions.  You have to use windump to “quickly” capture in real time (Question 1), then use ethereal (Question 2) for a detailed analysis later.  You need to document your work (as an investigator).  You are to report the findings regarding the number of packets captured, which and how many packets are related to the stated operations (ftp, http), “statistics” on the “text messages” or  files being transmitted, etc., using mainly feathers provided by ethereal, but also maybe some provided by windump.  In other words, your answer to these two questions will consist of descriptions and documentations of the work and findings related to the ftp access (Part (a), using both windump and ethereal tools.  Similarly, report the work related to the http access using both tools.
1.  First, learn how to use the tcpdump command on a Linux machine or install and learn windump (available from http://windump.polito.it/install/default.htm) on a Windows 2000/XP machine.  You need to know the command options of how to catch the entire network packets, not simply the headers, how to specify source and destination addresses, and how to write the dump to a file.  Run tcpdump (or windump) catching packets to and from your own computer, then perform the following two operations:

(a) Start an ftp window (by opening a command window, then use the ftp command) and transfer a small text file to your computer, then close the ftp connection when complete.

(b) Start a web browser (IE or Netscape), be sure that the Internet temporary files including cookies and history are deleted, then visit the page http://www.ucf.edu. 

Now your assignment is to identify from the tcpdump (or windump) file all packets that are related to each of the two operations (a) and (b) specified above.  Be sure to “document the contents of the packets and give all statistics about the packets you can gather.  In particular, identify and document all packets that are related to transferring files (text, picture, etc.) from the server to the host computer”.  You should do the two parts separately and use two separate dump files for this question. 

One way to capture the network traffic in a Windows 2000/XP system is to run the windump command in a command window as follows: 

windump –s 1500 –X –v src or dst 172.16.214.xxx > dump1.txt

(Please read the notes in Question 2 for another way to capture the dump file once, and use it for both Questions 1 and 2).  Notice the –X option (with the uppercase letter X) which prints the data in both hex and ASCII if possible, and the Lab PC’s IP address 172.16.214.xxx which you can find using the command “ipconfig” from the command window.  You need to terminate the windump command by typing CTRL-C at the command window.  The above command creates a text file “dump1.txt” which you can open using any text editor.  To answer Part (a), you need to open another command window, follow the instructions given below to open an ftp connection, retrieve a file, then close the connection:

(1) type “ftp ftp.microsoft.com” (followed by “Enter”, same for each of the following steps)

(2) enter “anonymous” as the user name, and enter your email address as the password, when you are prompted

(3) type “ls –l” to show directory listing

(4) type “cd deskapps” to change directory

(5) type “ls –l” to show directory listing

(6) type “get readme.txt” to download a text file named “readme.txt”

(7) type “quit” to close the connection

You then can go back to the windump command window, wait for a few seconds, then type CTRL-C to terminate windump.  Use the created file dump1.txt to answer Part (a) of the question.  Similarly, you can run a windump command in a command window, then start a web browser, go to the http://www.ucf.edu web site, then terminate the windump command.  Use the created windump file to answer Part (b) of the question.  Read the textbook or use the tcpdump manual page at http://www.tcpdump.org/tcpdump_man.html for the windump syntax.

2. Answer Question (1) again but using the ethereal tool as the packet sniffer.  

Note that one way to capture the dump files of Question 1 only once and use them in this question, is to use the following syntax for the windump command:

windump –s 1500 –X –v –w binarydump src or dst 132.170.149.xxx

which writes the captured packets to a binary file named “binarydump”.  The ethereal program can “import” (or open) this binary file and present the packets.  Also, the windump command can re-read the file back in and convert the binary file to a text format, as follows:

windump –s 1500 –X –v –r binarydump > dump1.txt

When doing this way you can use the windump and ethereal programs to assist each other in identifying the relevant packets.

