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Chapter Nine Labs
In this section we are going to upgrade the AP’s firmware using a browser.
1. Copy the AP’s firmware file from the instructor’s PC

2. Make sure that the PC that will be carrying the upgrade is connected to the AP on the distribution system (Ethernet LAN).

3. Browse to the AP and go to System Software Menu.  What is the current version of the firmware? ________________________
4. From you browser, click on the options menu and disable the popup blocker.
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5. Press the Upgrade button and browse for the file that you copied of the Instructor’s PC. 
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6. The following messages should come up:
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7. Upgrade is successful:  go back to the System Software Menu.  What is the Firmware version now? ____________________
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In This Section, we are going to configure WiFi Protected Access-Pre shared Key (WPA-PSK).  WPA-PSK is also known as WPA-Personal.
 

8. Make sure that the PC that will be carrying the upgrade is connected to the AP on the distribution system (Ethernet LAN).

9. Go to Security ( Encryption Manager Menu. Select the Cipher option button and from the drop down menu select Temporal Key Integrity Protocol (TKIP). Apply the changes
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10. Go to Security ( SSID Manager.  Select your SSID.  Select Open Authentication.  
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11. Scroll down to the “Client Authentication Key Management” section.  From the drop down menu, select Mandatory then check the WPA box.  Enter the WPA Pre-Shared Key as group#key.  Example: the key for group 4 would be: group4key.  When done, apply the changes.
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12. Check on your configuration by selecting the Security menu.
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13. You can also check on your security configuration from the Express Security View.
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Note:  You can’t add MAC authentication to WPA-PSK.   

14. Now, off to configuring the wireless clients with security configurations that match the AP’s.  First, make sure that you enable Windows Wireless Zero Configuration.  You can do this by typing the following command from DOS: net start wzcsvc.
[image: image11.png]icrosoft Windows KP [Uercion 5.1.26801
<C> Copyright 1985-2081 Microsoft Corp.

:\Docunents
he Wireless
he Wireless

\Docunents

and Settings\Waeldnet start wzcsve
Zero Configuration service is starting..
Zero Configuration service was started successfully.

and Settings\Wael>




15. Go to Aironet Client  Utility and go to the Select Profile menu, then select “Use another applications to configure my wireless settings”
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16. Go to your wireless card properties and configure the security parameters to match what you see in the following screen.  Remember the key should match that which you configured on you AP in step 11.
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17. Wireless clients should be able to associate and communicate with their respective APs.  Test by sending Ping packet.  IF ping is not successful, troubleshoot.

In the following section we are going to configure WPA-Enterprise
The implementation of WPA-Enterprise utilizes 802.1X authentication standard, which requires that an authentication server such as a RADUIS server would be present in the network.  Normally, in a corporate network a stand alone RADUIS server would be used.  However, a small to medium size wireless network with a maximum of 50 users, you can configure the built-in RADUIS server that comes with your Cisco AP.  The following is a step-by-step instruction to accomplish this task.

18. Make sure that the PC that will be carrying the upgrade is connected to the AP on the distribution system (Ethernet LAN).

19. Reset the Security configurations from the previous section by switching back to Open Authentication and No Encryption for your SSID.  Notice that the changes that you made at the AP will result in disassociating all wireless clients.

20. From the Security Menu select Local RADUIS Server.  Select the General Set-UP tab.  The following window should open.  In the Network Access Server textbox, type the IP address of the AP.  In the Shared Secret textbox, type “test”.  Press the Apply button when done.
21. Scroll down to the Individual Users section.  Create an account for every member in your group.  When done, apply the changes.
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22. Go to Security ( Server Manager.  In the Backup RADUIS Server textbox, type the IP address of the AP.  In the Shared Secret textbox, type “test”.  When done, press the Apply button.
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23. Go to Security ( SSID Manager.  Make sure that you SSID selected.  Check the Network EAP box.  Make sure that both Open Authentication and Shared Authentication boxes are unchecked.  When done, apply the changes
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24. Go to Security ( Encryption Manager.  Select the Cipher option button, then select TKIP-WEP 128 bit from the drop down menu.  Do not enter any Key in the Encryption Keys section.  A dynamic key will created for each user, which will be derived from the individual passwords in the RADUI server account.
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25. At the client end make sure that you disable Windows Wireless Zero Configuration.  You can do this by typing the following command from DOS: net stop wzcsvc.
26. Go to Aironet Client  Utility and go to the Select Profile menu, then deselect “Use another applications to configure my wireless settings”

27.  Select the Network Security tab and select the "LEAP" option button, then click on the Configure button and enter the username and password which should match one of the accounts you have created on the RADUIS server.   Notice that under Data Encryption, the "Dynamic WEP" option button will be selected automatically.
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28. Wireless clients should be able to associate and communicate with their respective AP.  Test by sending Ping packets.  If Ping fails, troubleshoot. 

29. You can also check on user authentication by going to Security ( Local RADUIS Server.
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You can obtain more information on configuring security on Cisco AP by visiting the following web site: 

 

<http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag/123-08.JA/1100/h_ap_sec_network-security_a.htm> 

 

 

 

 

 

 

 

