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AP Setup
1. In this step we are going to manually reset the AP.  Locate the mode button on your AP.  Disconnect the power cord.  Press and hold the mode button while you connect the power cord back.  Continue to hold for about five seconds then release the Mode button. The AP should be reset now.

2. In this step we are going to Console to the AP.  Connect the rollover cable to the console port on your AP. Click start point to all programs, point to Accessories, point to communications, and click HyperTerminal (second one).  In the Connection description window, type the name of your connection, this should be your team name.  When the connect-to dialog box appears, change the connect-using entry to COM1 and click OK. Configure the settings in the COM1 properties window as shown in the table below:


	Bits Per Second
	9600

	Data Bits
	8

	Parity
	None

	Stop Bits
	1

	Flow Control
	Xon/Xoff


3. Text appears in the HyperTerminal window.  If text does not appear, press Enter. The ap> prompt should display.  Thus, the default name of the access point is ap.  The greater-than sign after the name indicate that you are in user mode.  No configuration can be done in this mode.   
4. Type enable at the prompt, the password is Cisco (notice: upper case C).  Notice how the prompt changes to ap#.  The pound sign means that you are in privileged mode which is also known as enable mode.  From this mode you can start the configuration of the AP. 
5. Type show run and press enter.  The current configuration of the access point appears.  Press he spacebar to scroll through the output as necessary.  
What are the names of the radio interfaces? _______________, _____________
What is the name of the Ethernet interface? ______________

6. At the ap# prompt, type show interface dot11radio0 and press enter.
What is the MAC address of the radio? _____________
What is the BIA (Burned –In Address) of the radio? __________________
What is the bandwidth of the radio in Mbps? _____________________
What 802.11 standard is the radio using? _________________

7. At the ap# prompt, type show interface dot11radio1 and press enter.
What is the MAC address of the radio? _____________
What is the BIA (Burned –In Address) of the radio? __________________
What is the bandwidth of the radio in Mbps? _____________________
What 802.11 standard is the radio using? _________________

8. At the ap# prompt, type show interface f0 and press enter.
What is the MAC address of the interface? _____________
What is the BIA (Burned –In Address)? __________________
What is the bandwidth of the radio in Mbps? _____________________

9. At the ap# prompt type show ip interface brief.  Your output should be similar to the one below
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10. Notice from the above figure that after the reset the IP address is deleted from all interfaces.  Also notice that when you reset the AP it automatically shuts both radio interfaces down.  
11. Before we get to configuring the AP, type the following set of commands to stop the logging of the informational output from disrupting your typing:
ap#config terminal
ap(config)#line console 0
ap(config-line)logging synchronous
ap(config-line)end
You should now be back to privileged mode showing the following prompt: ap#.

12. The following steps will walk you into how to assign an IP address to the AP.  As you can see that your AP has total of four interfaces.  Three of them are physical and one is virtual.  It Is through the Bridge Virtual Interface (BVI1) that we are going to assign an IP address to the AP. 
ap#configure terminal (this command takes you to global configuration mode)
ap(config)#interface bvi 1
ap(config-if)#ip address 192.168.100.(200+group#) 255.255.255.0
ap(config-if)i#p default-gateway 192.168.100.254  
ap(config-if)#end
ap#copy run start (This command saves your configuration file).  Press Enter again to confirm.
13. Now check on your configurations by typing the following command:
ap#show ip interface brief.  Is the correct IP address assigned to the BVI1 interface? ___________
14. Now, notice that up to this point you were not using any network cards, neither wireless nor Ethernet.  All configurations were transmitted out the Com1 port.  Now connect your access point Ethernet interface to the switch.  Also connect your PC (all members of the group should be able to do this) to the switch.  Go to your network connections and make sure that all cards have been disabled except for card number eleven (card 11 is an Ethernet card that connects to the switch on your local rack).  Configure the TCP/IP properties of your card using the following information:
IP address:  192.168.100.(100+PC#)
Subnet Mask: 255.255.255.0
Default Gateway:  192.168.100.254
15. Apply the configuration to your card then go DOS and check on your configuration using the command ipconfig /all.  Does your Ethernet card number 11 have the correct TCP/IP properties?  If not, troubleshoot.
16. From DOS can you ping the AP address?  If not, troubleshoot.

17. Now, open your browser (Internet Explorer) and in the URL type the IP address of the AP.  The login window should come up.  Leave the username blank and enter Cisco as the password.  From here you should be able to configure the AP from a browser interface.  
18. Click on Security ( SSID Manager.  Enter a new SSID in the SSID text box, which should be your team name with “wap” added to the end (for example, Charlie-deltawap).  Also make sure that the check box next to “Radio0-802.11b” is checked.
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19. Scroll down and click Apply.  When the SSID Manager window appears again, scroll to the bottom of the window and set Guest Mode for you new SSID then click Apply.  
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It is important to understand that Guest mode means that your access point will broadcast this new SSID (by default it does not).
20.  From the left side, click on Express Security.  Scroll down to the bottom of the window, you should able to see a tabulated information about your SSID similar to the following figure:
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21. Answer the following questions:
What is the SSID Name? ___________________________
what is the method of Encryption used? _________________
what is the method of Authentication used? ____________________
is the SSID broadcasted? ____________________

22. Remember that despite the fact that you have created your SSID, the ap’s wireless interface is still down.  Let’s follow the next few steps to turn Radio 0 on:
From the left side click on Network Interfaces, then click on Radio0-802.11b.
From the top click on Settings, select the Enable option button, scroll down, and click on the Apply button.  Your interface now should turn to “UP”.  If it did not, refresh the screen.
23. Just now, and after all what we did, your access point is ready to accept association requests from wireless devices.  

24. Go back to your net work connections and disable local area connection number eleven. Enable your wireless card and configure its TCP/IP properties as follows:
IP address:  192.168.100.(50+PC#)
Subnet Mask:   255.255.255.0
Default Gateway:  192.168.100.254
Apply the configurations.  From DOS use the ipconfig /all command to check on your configuration.
25. On both laptops and PCs, open network connections and right-click on the Cisco wireless adapter icon and click properties.  Click the Wireless Network tab.  Make sure that “Use Windows to configure my wireless network settings” is selected.  You should see two or three different SSIDs listed.  Connect to your own SSID. 

26. Are you associated to your AP? __________.  Test by sending  ping packets to other wireless nodes on your SSID.  
27. Notice that all team members were able to configure the same AP at the same time from the browser interface.  This should be fine as long as all members are being consistent (all members are entering the same configuration parameters).  

28. Notice also that command line enthusiasts can enjoy the same luxury (multiple users configuring the same ap) by telnetting to the AP.  To telnet to the ap, go to your DOS prompt and type telnet followed by the IP address of your ap.  Enter cisco for the username and Cisco for the password.  You should now be able to see the ap> prompt.  Type enable and enter Cisco for the password you should now be at the ap# prompt.  Type configure terminal to get to global configuration mode.  Your prompt should change to ap(config)#.  Type hostname ap number (where number references your group number.  For example, group one would type hostname ap1) then press enter.  Type end to go back to privileged mode.  What is the name of your ap now? ________________.  Type exit to disconnect the telnet session.   Go back to the browser interface and refresh the page.  Did the name of the AP change? _____________________
Review Questions:

1. Unlike the direct connection via the console port, using a web browser to configure an access point requires a network connection and a configured IP address.  True or False? ___________________________
2. What is the function of the SSID?

3. Why might your want to configure multiple SSIDs?

4. By default you can’t connect to an AP without knowing the SSID.  True or False

5. Why might you want to disable the web access on your AP and only use the console port for configuration purposes?

6. What is the function of the show run command?
7. How is configuring an AP from a telnet session different from configuring it from console?
8. What command is used to configure an IP address on the AP?


