INTERNETWORKING IV

Review for Chapter 3

1. Routers within WANs are connection points of a network. These routers determine the most appropriate route/path through the network for the required data streams.

2. Two primary goals drive WAN design and implementation:

· Application availability - Networks carry application information between computers. If the applications are not available to network users, the network is not doing its job.

· Total cost of ownership -Information Systems (IS) department budgets often run in the millions of dollars. As large businesses increasingly rely on electronic data for managing business activities, the associated costs of computing resources will continue to rise. A well-designed WAN can help to balance these objectives. When properly implemented, the WAN infrastructure can optimize application availability and allow the cost-effective use of existing network resources.

3. In general, WAN design needs to take into account three general factors:

· Environmental variables - Include the location of hosts, servers, terminals, and other end nodes; the projected traffic for the environment; and the projected costs for delivering different service levels.

· Performance constraints - Consist of network reliability, traffic throughput, and host/client computer speeds (for example, network interface cards and hard drive access speeds).

· Networking variables - Include the network topology, line capacities, and packet traffic.

4. The overall goal of WAN design is to minimize cost based on these elements while delivering service that does not compromise established availability requirements.

5. The first step in the design process is to understand the business requirements.

6. The chief components of application availability are response time, throughput, and access to resources.

7. After gathering data about the corporate structure, you need to determine where information flows in the company. Make sure you understand the performance issues of any existing network. If time permits, analyze the performance of the existing network.
8. Hiearchiacal models for network design allow you to design networks in layers.

9. Network designs tend to follow one of two general design strategies: mesh or hierarchical. In a mesh structure, the network topology is flat all routers perform essentially the same functions, and there is usually no clear definition of where specific functions are performed.

10. Benefits to using a hierarchical model include the following:

· Scalability -- Networks that follow the hierarchical model can grow much larger without sacrificing control or manageability because functionality is localized and potential problems can be recognized more easily. An example of a very large-scale hierarchical network design is the Public Switched Telephone Network.

· Ease of Implementation -- A hierarchical design assigns clear functionality to each layer, thereby making network implementation easier.

· Ease of troubleshooting -- Because the functions of the individual layers are well defined, the isolation of problems in the network is less complicated. Temporarily segmenting the network to reduce the scope of a problem also is easier.

· Predictability -- The behavior of a network using functional layers is fairly predictable, which makes capacity planning for growth considerably easier; this design approach also facilitates modeling of network performance for analytical purposes.

· Protocol support -- The mixing of current and future applications and protocols is much easier on networks that follow the principles of hierarchical design because the underlying infrastructure is already logically organized.

· Manageability -- All the benefits listed here contribute to greater manageability of the network.

11. A layer is identified as a point in the network where an OSI reference model Layer 3 boundary occurs: The three layers are bound by Layer 3 devices or other devices that separate the network into broadcast domains. The three-layer model consists of core, distribution, and access layers, each of which has specific functions:

· Core layer

· Provides fast wide-area connections between geographically remote sites 

· Redundant paths

· Load sharing 

· Rapid convergence 

· Efficient use of bandwidth 

· Distribution layer 

· Campus or building backbone 

· Control access to services 

· Defines path metrics 

· Control network advertisements 

· Access layer

· Provides logical segmentation

· Groups users with common interests

· Isolates broadcast traffic from the workgroup

12. The distribution layer of the network is the demarcation point between the access and core layers and helps to define and differentiate the core. The distribution layer would include the campus backbone with all its connecting routers. Because policy is typically implemented at this level, we can say that the distribution layer provides policy-based based connectivity.

13. In a two-layer design, a WAN link is used to interconnect separate sites.

14. Routers have the ability to determine paths from the source host to destination host based on Layer 3 addressing, data traffic flows up the hierarchy only as far as it needs to find the destination host. In a two-layer WAN hierarchy, the traffic only travels up the hierarchy as far as needed to get to the destination, thus conserving bandwidth on other WAN links.

15. A workgroup server is placed at the access layer of the site where the largest concentration of users is located, and traffic crossing the WAN link to access this server is limited.
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