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You are one of the network engineers working for Orange County Public Schools.  You have been assigned the job of connecting one of the high schools to the district office network. The district office router will provide the DCE clocking signal.

At the school end, you decided to create a separate VLAN for students; all school faculty and administrators will be on VLAN 1, and all the students will be on VLAN 2.   The cable ID 219.17.100.0 has been assigned to the school LAN, however knowing the school layout you decided that you need to have four 62-hosts subnets. The first two subnets will be used as follow:

Subnet 0:  VLAN 1 – Faculty and Administrators

Subnet 1: Students

You also decided to reserve the lower range of subnet 0 (219.17.100.1 – 219.17.100.31) to administration, and to dedicate the upper range of subnet 0 (219.17.100.32 – 219.17.100.63) to faculty PCs.
Use the following information and the above diagram to configure the equipment at the school and at the district office.  

	District Router DR
	School Router SR

	E0:  192.5.5.1
	E0:  219.17.100.1

	S0:  199.6.13.1
	S1:  199.6.13.2


IP Planning (10 Points):
	Subnet #
	Range

	0
	Admin Range:

Faculty Range:

	1
	

	2
	

	3
	

	Instructor Initials
	


District Router Configuration (10 Points):

	Task
	Instructor’s Initial

	Name the router DR
	

	Configure E0 
	

	Configure S0 
	

	Configure the district router to provide clocking
	

	Configure IGRP 100
	

	Map the host name SR to 219.17.100.1
	

	Configure encrypted password
	

	Configured VTY lines (use password vtypass)
	


School Router Configuration (10 Points):
	Task
	Instructor’s Initial

	Name the router SR
	

	Configure E0 
	

	Configure S1
	

	Map the host name DR to 192.5.5.1
	

	Configure IGRP 100
	

	Configure encrypted password
	


School Switches Configuration (20 Points):
	LAN_SW1
	Instructor’s Initial
	LAN_SW2
	

	Name the switch LAN_SW1
	
	Name the switch LAN_SW2
	

	Configure the switch with the domain name School
	
	Configure the switch with the domain name School
	

	Configure the switch to act as the domain server
	
	Configure the switch to act as the domain Client
	

	Configure the switch with IP 219.17.100.2
	
	
	

	Enable Trunking on Port A (1900), or port 12 (2950)
	
	Enable Trunking on Port A (1900), or port 12 (2950)
	

	Create VLAN 2 and Name it Students
	
	
	

	Server Revision # 
	
	Client Revision #
	

	Assign ports 7-11 to VLAN 2
	
	Assign ports 7-11 to VLAN 2
	


Station1 Configuration (5 Points)
Configure station1 to be a member of VLAN1 (Administration and Faculty).  Assign the station an IP address from the upper range of subnet 0 (Faculty Range).
	Task
	Instructor’s Initial

	Station 1 is connected to the correct port on the switch:
	

	Change the host name to Station1
	

	IP address:
	

	Subnet Mask:
	

	Default Gateway
	

	Station1 Can access the http server at the district office LAN 
	

	Station 1 can telnet to the district  office 
	


Adding and Testing Security (30 Points) 

Adding Security:

The following is a description of the security policy set froth between the school and district office.  

· The students can not communicate neither with the faculty nor with the administration

· The students can not communicate with district LAN

· The faculty can only access any web server at the district office.  
· All other traffic from the faculty to the district office is denied. 
· The administration can access any web server at the district office.
· The administration can also telnet to any device at the central office.

· All other traffic from the administration to the district office is denied. 

Use ACL 101 Inbound E0

Testing Security
Configure Station1 to be a member of VLAN1 (Administration and Faculty).  Assign the station an IP address from the upper range of subnet 0 (Faculty Range).
	Task
	Instructor’s Initial

	Station1 can access the http server at the district office LAN 
	

	Station1 can not telnet to the district  office using the route’s host name 
	

	Station1 cannot ping the http server
	


Assign the station an IP address from the Lower range of subnet 0 (Admin Range).
	Task
	Instructor’s Initial

	Station1 can access the http server at the district office LAN 
	

	Station1 can telnet to the district  office using the route’s host name 
	

	Station1 cannot ping the http
	


Part 2 Troubleshooting (10 Points)
Objective: After your workstations, switches and routers are successfully configured, you will be asked to leave and problems will be introduced to demonstrate troubleshooting skills. Problems encountered during troubleshooting and the steps taken to correct them must be documented. Problems will focus on OSI layers 3 and 4 resulting in loss of network connectivity or causing the ACL not to function correctly. Examples include: 1) Change workstation IP settings, 2) Change router IP / interface configuration, 3) Change the ACL statements, 4) Change the interface or remove the ACL from an interface on the router. 5) Change the routing protocol used.)
	Symptom/Cause
	 Tests/Results
	Detailed Solutions
	 Initials

	
	
	
	

	
	
	
	


Documentation (5 Points):

(Capture and print the configuration files for all equipment (school and district routers, and school switches) Make sure to give your configuration files a unique name so they would not get mixed with the configuration files of other students





      





     Initials________

(All equipment is reset to the factory default at the end of the test.       Initials________
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