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(Scenario:

Company XYZ was assigned the network address 192.168.10.0.  Based on your understanding to the organization’s structure and to the network topology, you decided to subnet the network using a bit mask of 29.  

You also decided to use the first available subnet for the HR LAN, the second available subnet for the serial link and the third available subnet for the IT LAN.
(Requirements:

1. Address the routers’ interfaces and the PCs on the diagram.

2. Configure the routers with the following:

a. Host names:  Use R1 and R2

b. Line console 0:  use the compass as the password

c. Line vty 0 4:  use vtypass as the password

d. Privilege-mode password:  use cisco as the password

e. Configure the interfaces with IP information

f. Configure DCE end with a clock rate

g. Configure routing using RIP
3. Test your configuration using the following:

a. Use the command show ip int brief and make sure that all of your configured interfaces are UP.  If they are not, troubleshoot.  

b. Use the command show IP route and make sure that your routing table is complete (you have an entry for each network).  Troubleshoot as needed.
c. Send Ping packets between the HR host and IT host.  The Ping should be successful.

d. HR host should be able to telnet to R2, and IT host should be able to telnet to R1.  Troubleshoot as needed

(Secure the Network:
Using ACLs to do the following:  

1. Prevent the HR LAN from Telnetting to the IT LAN.  All other traffic is permitted.
2. Prevent the IT LAN from Telnetting to the HR LAN.  All other traffic is permitted.
(Examine the Security of the Network:
Test your ACL configuration by doing the following:

1. From each host try to telnet to the remote LAN.  The telnet should fail.

2. From each host try to telnet to the local LAN.  The telnet should succeed.

3. Use the command show ip access-list to review the ACL statements and to check on number of matches for each statement. 
_1144574166.vsd
�

R1�

R2�

HR
LAN�

IT
LAN�


