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TCP/IP Exercise
1. Launch Ethereal and start capturing packets (turn the transport layer translation off).  Connect to a web server and browse some pages as you continue to capture.  

2. Stop capturing and build a filter to capture packets with the IP flag Syn set (to 1), and the Ack flag set (to 0).  Apply the filter.  Open a frame and answer the following questions:

a. What is the source IP address______________________

b. What is the destination IP address_____________________

c. What is the source Port Number_______________________

d. What is the destination Port Number___________________

e. Which flags have been set:______________________________

f. What is the size of the sequence number field_______________________

g. What is the value of the sequence number field______________________

h. What is the value if the window size___________________. Is this value in bit or bytes___________________

i. What is the size of the len filed____________________

j. What is the value of the len field__________________.  What does this value mean.________________________________________________?

k. What does MSS stand for __________________.  And what is its size___

3. Capture all frames that belong to the session.  (Use the follow stream feature, then apply the filter).

4. Study the TCP frames using the details view and explain what evidence they provide about the following:  

a. TCP handshakes
____________________________________________________________

b. TCP Acknowledgments
____________________________________________________________

c. TCP segmentation and segment size
____________________________________________________________

d. TCP sequence numbers
____________________________________________________________

e. TCP sliding windows
____________________________________________________________

f. HTTP protocol
____________________________________________________________

5. Write down the syntax of the filter. _________________________________________________________________Save the filter (in text format) as “handshakes)
6. Reset the filter and build a new filter to capture packets with both the IP flags Fin and Ack set to (1) and with destination host equals the local machine.

7. Reset the filter and build a new one to filter packets with a segment length of 200 bytes or bigger.  
__________________________________________________________________

 For further information on filters read the tcpdump manual page at http://www.tcpdump.org/tcpdump_man.html  for the windump syntax.

