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Lab xxxx (Local) ARP/Proxy ARP 
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	Device Name
	FA0/0  Address
	FA0/0  Mask
	FA0/1  Address
	FA0/1  Mask

	GAD
	192.168.1.65
	255.255.255.192
	192.168.1.129 
	255.255.255.192


	Computer
	IP Address
	Mask
	Gateway

	1
	192.168.1.126
	255.255.255.192
	192.168.1.65

	2
	192.168.1.190
	255.255.255.192
	192.168.1.129


Objective 
· Explore the function and use of ARP and Proxy-ARP
Background / Preparation 
Before beginning this lab, wire the lab and have the instructor put the configuration in the GAD router.

There is much confusing about ARP and Proxy ARP and their differences. This lab will explore these differences to dispel any myths.

Proxy ARP is generally only useful for the migration of Classful to Classless addressing or to VLSM. In these cases, the address range has been split across multiple subnets. The router has been configured for this but the host has not yet configured for it. Long term, the host should be configured for the proper subnetmask. 
This lab assumes the use of any version of Windows 

Step 1 Establish a network connection 
Make the proper connections as shown in the diagram. Then configure the two hosts with the initial  IP address, subnetmask and default gateway as shown in the chart..

Then have the instructor configure the router.
Step 2 Establish a console connection


From Host 1 establish a Console connection to the GAD router and start the terminal emulation program (i.e.HyperTerminal).

Step 3 Access a command prompt 
Windows NT / 2000 / XP: 
Use the Start menu to open the Command Prompt window. This window is similar to the MS-DOS window on older Windows versions: 
Start > All Programs > Accessories > Command Prompt or Start > Programs > Command Prompt 
Windows 95 / 98 / ME: 
Use the Start menu to open the MS-DOS Prompt window: 
Start > Programs > Accessories > MS-DOS Prompt or Start > Programs > MS-DOS Prompt 
Step 4 Observe the ARP function for a local address 
Before beginning the observation of the ARP function, the arp table of Host 1 needs to be cleared. from the command session on Host 1, type arp –a to view the ARP entries. There should be no entries (“No ARP Entries Found’). If there are entries, clear them with the arp –d command.

From the GAD console connection, we want to observe the ARP packets.  We do this with the debug arp command.  Enter the following command from the console:


GAD#debug arp
While observing the console session, try pinging the routers local LAN interface (FastEthernet 0/0)  FROM THE HOST 1 COMMAND session.  
C:\> ping 192.168.1.65 
NOTE: If the ping is not successful, correct any issues and start at the beginning of this step/

Looking at the debug output in the router console session, for what destination IP address did Host 1 ARP?

-----------------------------------------------------

From the command session on Host 1, again type the arp -a command. 

What entry do you see in the ARP table? ________________________

Step 5 Observe the ARP function for a remote address 
Again, before proceeding, the arp table of Host 1 needs to be cleared. from the command session on Host 1, type arp –a to view the ARP entries. There should be no entries (“No ARP Entries Found’). If there are entries, clear them with the arp –d command.
From the GAD console connection, we want to observe the ARP packets.  We do this with the debug arp command.  Enter the following command from the console:

GAD#debug arp
While observing the console session, try pinging Host 2  FROM THE HOST 1 COMMAND session. 

C:\> ping 192.168.1.190 
NOTE: If the ping is not successful, correct any issues and start at the beginning of this step/

Looking at the debug output in the router console session, for what destination IP address did Host 1 ARP?

-----------------------------------------------------

Why does the host ARP for this particular IP address instead of the destination?

_______________________________________________________________________
_______________________________________________________________________

From the command session on Host 1, again type the arp -a command. 
What entry do you see in the ARP table? ________________________

Step 6 Was this ARP or Proxy ARP?

There is often a misconception that Proxy ARP responds from the router for remote host addresses. This is not correct. Just to make sure, Proxy ARP will be disabled and the remote host will be pinged again.

Clear the ARP entries on Host 1 as before with the arp –d command.

Disable Proxy ARP on the Fastethernet 0/0 interface of GAD. From the router console session, issue the following commands disable Proxy ARP.

GAD>enable

GAD#conf t

Enter configuration commands, one per line.  End with CNTL/Z.

GAD(config)#interface FastEthernet 0

GAD(config-if)#no ip proxy-arp

GAD(config-if)#end
GAD#
From the GAD console connection, we want to observe the ARP packets.  We do this with the debug arp command.  Enter the following command from the console:


GAD#debug arp
While observing the console session, try pinging Host 2 FROM THE HOST 1 COMMAND session. 

C:\> ping 192.168.1.190 
Was the ping successful without Proxy ARP enabled?   _____
Looking at the debug output in the router console session, is there any difference between the output in the previous step?
-----------------------------------------------------

From the command session on Host 1, again type the arp -a command. 

Was entry in the ARP table any different from in the ARP table the previous step? ________

Was it ARP or Proxy ARP that responded to the request? ________________

Step 7 When is Proxy ARP used? 
Ok so if the host ARPs for the gateway address when the destination address is not local, what does Proxy ARP do for us? 

Proxy ARP is used in scenarios that the host interprets the destination address as local, when in fact the destination is on the other side of the router.

Since Proxy ARP is still disabled, look at a scenario that requires Proxy ARP to work.

First, reconfigure Host 1 as follows:

	Computer
	IP Address
	Mask
	Gateway

	1
	192.168.1.126
	255.255.255.0
	192.168.1.65


With this configuration, Host 1 perceives that Host 2 is on the same network.

Clear the ARP entries on Host 1 as before with the arp –d command.

With debug arp still enabled and with Proxy ARP disabled, on GAD , observe the console session while pinging Host 2 FROM THE HOST 1 COMMAND session. 

C:\> ping 192.168.1.190 
Was the ping successful without Proxy ARP enabled?   _____
What was message displayed on the Host 1 with each the ping attempt?  _________________________

Looking at the debug output in the router console session, for what destination IP address did Host 1 ARP?

-----------------------------------------------------

From the command session on Host 1, again type the arp -a command. 

Was the ARP successful? __________

Now re-enable Proxy ARP on the FastEthernet 0/0 interface of GAD. From the router console session, issue the following commands enable Proxy ARP.

GAD>enable

GAD#conf t

Enter configuration commands, one per line.  End with CNTL/Z.

GAD(config)#interface FastEthernet 0

GAD(config-if)# ip proxy-arp

GAD(config-if)#end
GAD#
Now with Proxy ARP, observe the console session while pinging Host 2 FROM THE HOST 1 COMMAND session. 

C:\> ping 192.168.1.190 
Was the ping successful with Proxy ARP enabled?   _____
Looking at the debug output in the router console session answer the following questions:

For what destination IP address did Host 1 ARP?-----------------------------------------------------

What did the router do to get this hosts MAC address?  
______________________________________________________________________________

______________________________________________________________________________
From the command session on Host 1, again type the arp -a command. 

What entry do you see in the ARP table? ________________________

Examine this closely, what interface’s MAC address is this entry? _____________

Step 8 - Which helps a host without a gateway? ARP, Proxy ARP, or neither 
To test this, we need to configure  the Host 1 as shown below and make sure that Proxy ARP is turned on on GAD’s FastEthernet 0/0 interface.

Reconfigure Host 1 as follows:

	Computer
	IP Address
	Mask
	Gateway

	1
	192.168.1.126
	255.255.255.192
	    ---------


Clear the ARP entries on Host 1 as before with the arp –d command.

Observe the console session while pinging Host 2 FROM THE HOST 1 COMMAND session. 
C:\> ping 192.168.1.190 
Was the ping successful without a gateway enabled?   ____________________________________
What was message displayed on the host with each the ping attempt?  _________________________

Looking at the debug output in the router console session, for what destination IP address did Host 1 ARP?

-----------------------------------------------------

From the command session on Host 1, again type the arp -a command. 

What do you see in the ARP table? ________________________

Did ARP help the host without a gateway? ________________________

Did Proxy ARP help the host without a gateway? ________________________

Reflection 
Based on observations made:
What IP address does a host ARP for when the destination host is perceived to be local? 
_____________________

What IP address does a host ARP for when the destination host is perceived to be remote? 
_____________________

What circumstances do you think Proxy ARP is useful?
_______________________________________________________________________

_______________________________________________________________________

_______________________________________________________________________

_______________________________________________________________________







