Modules 1 – 4 Scenarios


Modules 1-4 – Information Security Scenario Exercises

These exercises will be completed in small groups.  Document your group’s analysis and select a spokesman to present same to the rest of the class.

Background:

You are the Information Technology and Security manager at LHS.  As such, you will be responsible for integrating the infrastructure from RHS into your infrastructure.  RHS was previously a software consulting company.  Their mission was to aid their clients in reaching compliance with the Capability Maturity Model (CMM).  RHS has the following information services in place at their current location:

	Service/System/Application
	Purpose

	E-mail services
	administration and operational messaging, also used extensively for customer contact

	Public web server
	public relations site

	Intranet web server
	for human resources, on-line training courses, ,billboard for company policies, etc.

	Customer Relationship Management (CRM) system
	tracks customer information, account status, etc.

	Network services
	file and print servers, DNS, DHCP, etc.

	Internet connection
	web browsing and general connectivity

	Sales database
	sensitive system that stores and processes sales data, projections, etc.

	Human Resources database
	used for tracking all essential information about people in the company; salary and benefits, address, home phone, next of kin, etc.

	Finance system
	tracks the accounts payable/receivable and budget of the organization


During acquisition negotiations, you received a report from RHS that detailed their findings of a recent Information Security Audit.  The audit was conducted by an independent contractor, and the following observations were made:

Global Observations

· Backups not encrypted; backups stored in a secure vault in a separate facility

· Some files owned by obsolete user accounts

· Sensitive files found on user systems

· Inventory of systems on the network is incomplete

· Evidence that sensitive e-mail has been sent unencrypted 

· Inconsistent host configuration (especially laptops)

· Not all systems patched to same level

· Network Map displayed in unsecured areas

· No reporting policy (or records) for host system security problems or issues

· No vulnerability testing conducted

· Antivirus definitions updated sporadically through the organization

Network Services Observations

· Access Controls do not match security and acceptable use policies

· Various subnets for network services exist for different parts of the company (training, sales, human resources, etc.)

· Some systems have weak authentication enabled (i.e. telnet, r-commands)

· 40 percent of passwords audited were cracked within 6 hours

· Various time periods in use for password expiration (30, 60, 90 days; some never expire)

· Multiple Internet connections exist for various groups within the company; no standardization exists across the connections; some have no firewalls in place

· Remote administration of core routers/switches conducted via unencrypted Telnet

· Inconsistent configuration of hosts for network addressing (some static IPs, some DHCP)

· No central management of IPs

System Specific Observations

· Many network infrastructure systems contain default vendor accounts and passwords

· Many user systems connect to hubs (non-switched ethernet) in wiring closets

· Sales system has an FTP server in place and accepts anonymous connections

· Finance system is unpatched and is on an operating system which is no longer supported by the vendor

· Router configurations stored on the company’s file served unencrypted; enable passwords are the same for all routers

· Firewall rules are set to permit all traffic unless specifically denied

· Intrusion detection logs are infrequently reviewed and analyzed

· Dial-in modem bank connects directly to the protected network

· Public web server is not updated with the latest patches; located within protected network (not in a DMZ)

· Intranet web server allows users to change personal information about them, including what courses they have completed and their contact information (address, phone number, etc.)

Exercise 1:  Critical Asset and Risk Identification

Given the mission of RHS, and based on the list of services and systems in place, what do you consider to be the three most critical assets/services of that organization?  

Identify a few major risks associated with those critical assets?

What steps, if any, can be taken to mitigate those risks?

Exercise 2:  Security Policy Development

Because of the significant changes in the company’s infrastructure that will occur when the infrastructure from RHS is integrated, your CIO at LHS has requested that the security policies be completely rewritten and updated during this transition period.  He has asked that you put together a skeleton framework for the new company’s information security policy.  It should identify all of the high-level areas that must be covered within the policy.  

List three high level areas that must be addressed in the new security policy in the areas of systems administration and acceptable use.

System Administration Security Policies

Acceptable Use and Other End User Security Policies

Exercise 3:  SKiP

As you bring in the infrastructure RHS and prepare to restore the systems moved from the old location, the LHS CIO has demanded that all systems be sufficiently ‘hardened’ prior to being placed on the network.  To accomplish this hardening, you will utilize the the SKiP process.  It is important to identify which assets need to be put through each of the SKiP processes.  

Select one of the critical assets you have identified.  Describe, at a high level, one action that you think needs to be done to this system in each of the five sub-processes within the SKiP process.  The sub-processes are listed below.

Hardening/Securing

Prepare

Detect

Respond

Improve
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