Information Security for Technical Staff

Agenda
	MONDAY

0900 - Introduction and Overview


0930 - Mod 1
The Challenge of Survivability

1045 - Break

1100 - Mod 2
Asset and Risk Management

1200 - Lunch

1300 - Mod 3
Policy Formulation and Implementation

1415 - Break

1430 - Mod 4
Security Knowledge in Practice

1530 - Break

1545 - Scenario Exercises

1700 - END


	TUESDAY

0900 - Mod 5
TCP/IP Security

1045 - Break

1100 - Mod 6
Cryptography

1200 - Lunch

1300 - Mod 6

1400 - Break

1415 - Mod 6 (Lab)
1500 - Mod 7
Prelude to a Hack 

1600 - Break

1615 - Mod 7 (Lab)

1700 - END



	WEDNESDAY

0900 - Mod 8
Threats, Vulnerabilities, and Attack

1030 - Break

1045 - Mod 8

1200 - Lunch

1300 - Mod 8 (Lab)

1345 - Break

1400 - Mod 9
Host System Hardening 

1500 - Break

1515 - Mod 9

1615 - Mod 9 (Lab)
1700 - END
	THURSDAY

0900 - Mod 10
Securing Network Infrastructure

1030 - Break

1045 - Mod 10

1200 - Lunch

1300 - Mod 10 (Lab)

1345 - Break

1400 - Mod 11
Deploying Firewalls 

1500 - Break

1515 - Module 11

1615 - Mod 11 (Lab)

1700 - END



	FRIDAY

0900 - Mod 12
Securing Remote Access

1000 - Break

1015 - Mod 12 (Lab)

1115 - Mod 13 
Intrusion Detection Systems

1200 - Lunch

1430 – END


