Installing and Configuring the Router System for the ISFTS Course
Necessary Hardware:

· PC with two (2) NIC cards (minimums: 300 Mhz, 64 MB RAM, at least 1 GB disk space)
· Linux Installation CD(s)

· Webmin
 rpm (webmin-1.100-1.noarch.rpm) on CD or other removable media (e.g., floppy disk)
Assumptions:

· The external interface is using DHCP for addressing

· The internal interface will be configured for static IP addressing and NAT
There are four steps in creating the Router:

i. Install Linux

ii. Install Webmin

iii. Configure the machine to act as a router
iv. Configure NAT on the internal interface

i. Installing Linux
1) Insert Red Hat 8.0 CD into CD-ROM tray.

2) Reboot the system.

3) When the Red Hat screen is displayed, hit “Enter” to install using the graphical interface.

(The GUI Install will start)

4) On the “Welcome” screen click “Next” to begin the installation.

5) On the “Language” screen, choose ‘English’ (or your preferred language) and click “Next” to proceed.

6) On the “Keyboard” screen, choose ‘U.S. English’ (or your preferred setup) and click “Next” to proceed.

7) On the “Mouse Configuration” screen, choose ‘3-button mouse PS/2’ and click “Next” to proceed.
8) On the “Installation Type” screen, choose ‘Custom Install’ and click “Next” to proceed.
9) On the “Disk Partition Setup” screen, choose ‘Automatically Partition’ and click “Next” to proceed.

10) On the “Auto Partition” screen, choose “Remove All Partitions” and click “Next” to proceed.

(If a Pop-Up Warning appears click ‘Yes’ in the window)
11) You will be presented with the auto-partition scheme generated by the Linux installer.  These settings should be fine, click “Next” to proceed.”
12) On the “Boot Loader Configuration” screen, leave the default boot-loader (GRUB).  It is not necessary to set a password.  Click “Next” to proceed.
13) On the “Network Configuration” screen, configure Ethernet adapters present in the system.

For the external Ethernet adapter (i.e., the adapter that will be visible to the external network), leave the Default DHCP settings

Select the internal Ethernet adapter (i.e., the adapter that will be performing NAT on the ISFTS student network) and click the “Edit” button.

For the IP address and netmask, use the following values:

IP Addr:
192.168.30.1
Netmask:
255.255.255.0

Click “Ok” to save these settings.
Back on the “Network Configuration” screen, click “Next” to proceed.

14) On the “Firewall” screen, choose ‘No firewall’ and click “Next” to proceed.
15) On the “Additional Language Support” screen, select ‘USA English’ and click “Next” to proceed.

16) On the “Time Zone Selection” screen, choose the appropriate time zone, and click “Next” to proceed.

17) On the “Account Setup” screen, enter ‘tartans’ (without the quotes) as the root password.  It is not necessary to create any user accounts.  Click “Next” to proceed.
18) On the “Authentication” screen, leave the default settings, and click “Next” to proceed.

19) On the “Package Selection” screen, scroll to the bottom of the list of packages, and select the ‘Minimal’ option.  Click “Next” to proceed.

20) The system will prepare all required packages, and will being installing the operating system.  Depending on the speed of the machine, the total installation can take 10-15 minutes.
21) After all packages have been installed, on the “Boot Disk” screen, select ‘No Boot Disk’ and click “Next” to proceed.

22) Click “Exit” to reboot the system.

ii. Install Webmin

1) After the machine has rebooted, login using the following values

Login: root

Password: tartans

2) Insert the CD/floppy disk containing the Webmin rpm

3) If using a CD, mount the CDROM using the following command

% mount /dev/cdrom /mnt/cdrom

If using a floppy disk, mount the disk using the following command

% mount /dev/fd0 /mnt/floppy

4) Navigate to the directory you just mounted

% cd /mnt/cdrom
(if using CD)

% cd /mnt/floppy
(if using floppy disk)
5) Install the rpm using the following command

% rpm –Uvh webmin-1.100-1.noarch.rpm

iii. Configure the machine to act as a router

1) Open a web browser and navigate to the router box using its externally visible (DHCP provded) IP address on port 10000.

For example, if the externally visible address were 10.100.0.50, you would enter the address:

http://10.100.0.50:10000

2) Login to Webmin using the following values:

Login: root

Password: tartans

3) Go to the “Routing and Gateways” section by clicking on the “Networking” icon (at the top of the page), then clicking the “Networking Configuration” icon, and then clicking on the “Routing and Gateways” icon.

4) In “Routing and Gateways”, next to the “Act as Router?” option, make sure ‘Yes’ is selected.  Click “Save” to save your changes.

5) Back on the “Networking Configuration” screen, click “Apply Configuration” to apply your changes on the router box.

iv. Configure NAT on the internal interface

1) If you have not logged in to the Webmin interface, follow steps 1 & 2 listed immediately above.
2) Go to the “Linux Firewall” section by clicking on the “Networking” icon (at the top of the page), and then clicking on the “Linux Firewall” icon.
3) The first time you enter the Firewall section, it will present an initial firewall configuration screen with ~5 options for how strict you want your firewall.  Since this machine will only need to route traffic & perform NAT, choose the “Allow all Traffic” option and click Ok.
4) On the Firewall screen, in the drop-down box next to the “Showing IPtable” button, select the ‘network address translation (nat)’ option.  Now click the button that says “Showing IPtable” to load the NAT portion.

5) In the “Packets after routing (POSTROUTING)” section, click on the “Add rule” to add the NAT function.

6) On the “Add Rule” page make these changes:
In the “Rule Comment” field enter the following text, ‘ISFTS Course internal NAT’

In the “Action to take” field select the ‘Masquerade’ option.

7) Once those changes have been made, scroll to the bottom of the page, and click the “Create” button to add the rule.

8) Ensure that the POSTROUTING section contains one rule.  That rule should look like this:

Action


Condition

Masquerade

Always

9) Click the “Apply Configuration” button to make the changes on the router box.

10) Finally, next to the “Activate at Boot” button ensure that the ‘Yes’ option is selected.  Click on the “Activate at Boot” button.

11) The router has been configured.

� Webmin available at http://www.webmin.com/download.html





