Tool Description of ISFTS class

Module 5 TCP/IP security

Ethereal for Windows.  Freeware GUI packet sniffer.  Available from www.ethereal.com
Sterm, A spoofing terminal that allows you to connect to a server via a spoofed telnet session.  Available from www.oxid.it
Module 6 Cryptography

Pretty Good Privacy ver. 6.5.8,  Freeware PKI utility.  Available from http://web.mit.edu/network/pgp.html
JP Hide and Seek, steganographic utility for hiding files inside of jpeg picture files.  Available from:  http://linux01.gwdg.de/~alatham/stego.html
Crucial ADS, tool for discovering alternate data stream hidden files in NTFS partitions.  Available from:  http://www.crucialsecurity.com/downloads.html
Easy Crypto Deluxe.  Freeware Windows file encryption/decryption utility that plugs in to Windows explorer.  Available from www.handybits.com
Module 7 Prelude to a Hack

Nmap network scanner.  Freeware port scanner that is very extensible and flexible.  Available from www.insecure.org or http://www.nmapwin.org/
Languard Network Scanner.  Freeware scanning tool that specializes in enumerating Windows platforms.  Available from:  http://www.gfi.com/downloads/downloads.asp?pid=8&lid=1
Superscan.  Fast Port Scanner with nice GUI.  Available from:  http://www.foundstone.com/index.htm?subnav=resources/navigation.htm&subcontent=/resources/freetools.htm
Module 8 Threats, Vulnerabilities, and Attack
Cain & Abel.  Sniffer that performs ARP cache poisoning to allow you to sniff a switched LAN.  Available from:  www.oxid.it
IRS.  The IP restrictions scanner.  Spoofs connection attempts to discover Access Controls of systems (firewalls for example)  Available from www.oxid.it
DSniff.  Suite of tools that allow for network discovery.  Primarily for Linux and these have no GUI—command line only.  Available from http://naughty.monkey.org/~dugsong/dsniff/
Knoppix STD.  Awesome open-source bootable Linux CD that comes with hundreds of scanning, penetration testing, and security tools—all in a very nice KDE GUI environment.  Available from:  http://www.knoppix-std.org/
Module 9 Host System Hardening
Bastille Linux.  Graphical hardening wizard for unix-based systems.  Available from:  www.bastille-linux.org
Windows 2000 security templates and Guides from the NSA.  Great baseline hardening templates and informational guides for hardening Windows systems.  Available from:  www.nsa.gov/snac
IIS Lockdown Wizard.  Free GUI wizard for hardening IIS web servers.  Available from: http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=DDE9EFC0-BB30-47EB-9A61-FD755D23CDEC
Microsoft Baseline Security Analyzer.  Free GUI vulnerability scanner for windows systems.  Available from:  http://download.microsoft.com/download/8/e/e/8ee73487-4d36-4f7f-92f2-2bdc5c5385b3/mbsasetup.msi
Sysinternals utilities.  Too many freeware tools for administering host systems.  Available from:  http://www.sysinternals.com/ntw2k/utilities.shtml
Module 10 Securing Network Infrastructure
Webmin.  Graphical web based utility for remotely managing unix systems.  Fantastic time saver, especially for those new to Linux.  Available from:  www.webmin.org
Module 11 Firewalls

Smoothwall.  GPL IPTables firewall that offers great GUI interface and super fast install on old junk intel systems.  Available from:  www.smoothwall.org  see also IPCop at:  http://www.ipcop.org/cgi-bin/twiki/view/IPCop/WebHome
Tiny Personal Firewall version 2.0.1.5.  Great freeware windows personal firewall.  Available from:  http://download.com.com/3302-2092-6313778.html
Module 12 Securing Remote Access

FreeSwan.  Industrial strength, open source IPSec VPN solution.  Has a webmin plugin so it’s easier to configure.  Available from www.freeswan.org
OpenVPN.  Cool alternate VPN that utilizes SSL/TLS for extensible application encryption.  Available from http://openvpn.sourceforge.net/
Stunnel.  Another SSL network encryption tool that’s relatively easy to configure with Webmin.  Also available for Windows.  Go to:  http://www.stunnel.org/
Module 13 Intrusion Detection Systems

Languard System Integrity Monitor.  Freeware Windows file integrity checker.  Great GUI interface, can be scheduled at intervals, email alerts of changes, and writes to it’s own log in the Event Viewer.  Available from:  http://www.gfi.com/downloads/downloads.asp?pid=9&vid=1&lid=1
Tripwire.  Command-line Linux file integrity checker.  Available from www.tripwire.org
EagleX  Windows Snort IDS graphical frontend.  Fastest to install/configure Snort-Acid IDS available.  Freeware that’s available from www.engagesecurity.com
